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Objective
1.1
To take steps to help member countries to manage cybersecurity and social issues relating to social networking applications on the Internet with a view to inter alia, preservation of culture and values.

2
Discussion
2.2
Web 2.0 has brought about the next big phase of the Internet.  The Internet is now experiencing a surge of web applications and social networking sites that facilitate interactive information sharing, interoperability, user-centred design and collaboration.  

2.3
The Internet used to be a one-way interaction between content generators and Internet users, where contents were either pushed to the Internet users or pulled by the Internet users themselves.  With Web2.0, Internet users are finding it easier to express their own thought process, ideas, viewpoints and perspectives, and interact with friends, acquaintances, business partners and similar minded persons.

2.4
While the benefit of social networking on the Internet to the public is undeniable, social networking also brings about the challenges in dealing with privacy and cyber security issues.

2.5
Social networking sites thrive on user-generated contents so there are issues pertaining to the ownership of the data, the privacy of the data and users interests are protected.  Social networking sites are also increasingly used by cyber criminals to take advantage of unsuspecting Internet users – we hear a lot of cyber-bullying, cyber-stalking, identity theft, defamation resulting from the user-generated content on the social networking sites.  On a more alarming note, social networking sites are also now being used as command and control center for Botnets and used to launch cyber attacks.
3
Proposal
3.1
This Contribution proposes ITU-D take all necessary steps to:

3.1.1
Develop  guideline for cooperation with social networking providers to address ways and means by which the users’ rights are protected and that the social networking would be less vulnerable to cyber threats. 

3.1.2
Encourage Member States to promote the preservation of culture and values by facilitating discussion between Member States, social networking providers and by harnessing the collective ideas and encouraging further development of local social networking sites.
3.1.3
Encourage Member States to closely monitor the developments of cybersecurity issues related to social networking on the Internet.
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