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Annexure-1: 
Scope of the Work Item
1. Critical Infrastructure 

1.1 Every day, products and services that support our way of life flow, almost seamlessly, to and from our homes, communities, and government. Making this possible are the systems and networks (the roads, airports, power plants, and communication facilities) that make up the infrastructure for our society, an infrastructure often taken for granted. If just one of these systems in the infrastructure is disrupted there could be dire consequences. Some elements of the infrastructure that are essential for operations of the economy and government are the minimum termed as critical infrastructure. As per ITU “Critical infrastructure means the computers, computer systems, and/or networks, whether physical or virtual, and/or the computer programs, computer data, content data and/or traffic data so vital to a country that the incapacity or destruction of or interference with such systems and assets would have a debilitating impact on security, national or economic security, national public health and safety, or any combination of those matters.”  
1.2 Today there are many critical sectors whose operations depend on ICT in a big way and therefore it becomes very important to protect these sectors from cyber threat. Infrastructure which comes under the category of critical infrastructure includes systems and networks from several major sectors such as:

· Energy, including oil, natural gas, and electric power 

· Banking and finance 

· Transportation (Including air, surface, and water transportation) 

· Information and Communications Technology (ICT) 

· Water systems 

· Government and private emergency services 
2. Critical Infrastructure Protection 

2.1 The operational stability and security of critical infrastructure is vital for economic security of the country and hence its protection has gained paramount importance all over the globe. The purpose of critical infrastructure protection is to establish a real-time ability for all sectors of the critical infrastructure community to share information on the current status of infrastructure elements. Ultimately, the goal is to protect our critical infrastructure by eliminating known vulnerabilities. The need of the hour is to chalk out a national program for Critical Infrastructure Protection, created through a partnership between the government and private industry.
3. Critical Information Infrastructure Protection
3.1 In less than two decades, advances in information and communications technologies have revolutionized government, scientific, educational, and commercial infrastructures. Higher processing power of end devices, miniaturization, reducing memory storage cost, wireless networking technologies capable of supporting high bandwidth and widespread use of Internet have transformed stand-alone systems and predominantly closed networks into a virtually seamless fabric of interconnectivity. 
3.2 ICT or Information infrastructure enables large scale processes throughout the economy, facilitating complex interactions among systems across global networks. Their interactions propel innovation in industrial design and manufacturing, e-commerce, e-governance, communications, and many other economic sectors. The Information infrastructure provides for processing, transmission, and storage of vast amounts of vital information used in every domain of society, and it enables government agencies to rapidly interact with each other as well as with industry, citizens, state and local governments, and the governments of other nations.

3.3 Information infrastructure encompassing interconnected computers, servers, storage devices, routers, switches and other related equipments increasingly support the functioning of such critical national capabilities such as power grids, emergency communications systems, financial systems, and air traffic- control networks. The ICT infrastructure has become an integral part of the critical infrastructure.

3.4 Many of the critical services that are essential to the well-being of the economy are increasingly becoming dependent on IT. As such, the Governments are making efforts to identify the core services that need to be protected from electronic attacks and are seeking to work with organisations responsible for these systems so that their services are secured in a way that is proportional to the threat perception. The primary focus of these efforts is to secure the information resources belonging to Government as well as those in the critical sectors. The critical sectors include Defence, Finance, Energy, Transportation and Telecommunications. The industry and critical infrastructure organizations need to recognize that their continued ability to gain consumer confidence will depend on improved software development, systems engineering practices and the adoption of strengthened security models and best practices.
4. Identifying sensitive resources in order to protect them

4.1 A clearer picture is obtained of environments and their protection needs by producing a complete and accurate inventory of all the resources and players in the security chain. The values of different categories of resources are identified in order to determine how sensitive (or critical) these are, and thus which must be secured as a priority.  The degree of sensitivity depends on the consequences if data is lost, altered or divulged.  The more serious the consequences for the organisation, the more sensitive and valuable the resources.
4.2 Each resource is viewed as a security target; the relevant risks and how they might arise (through user error, wrong parametering, accidentally, through malicious use, sabotage, logical attack, etc.), the inherent and applicable security mechanisms (configuration, parameters, etc) and the technical and organizational constraints have to be identified in order to determine the technical and organizational feasibility of the security policy for each target.
5. The Six Phases of Critical Infrastructure Protection (CIP)
5.1 The six phases of the CIP life cycle should be built on one another to create a framework for a comprehensive solution for infrastructure assurance. The life cycle phases occur before, during, and after an event that may compromise or degrade the infrastructure. A synopsis of the six phases is:
(i) Analysis and Assessment (occurs before an event) - The Analysis and Assessment phase is the foundation and most important phase of the CIP life cycle. This phase identifies the assets absolutely critical to mission success and determines the assets’ vulnerabilities, as well as their interdependencies, configurations, and characteristics. An assessment is then made of the operational impact of infrastructure loss or degradation. 

(ii) Remediation (occurs before an event) - The Remediation phase involves precautionary measures and actions taken before an event occurs to fix the known cyber and physical vulnerabilities that could cause an outage or compromise a National Telecom Infrastructure, or critical asset. For example, remediation actions may include education and awareness, operational process or procedural changes or system configuration and component changes. 

(iii) Indications and Warnings (occurs before and/or during an event) - The Indications and Warnings phase involves daily sector monitoring to assess the mission assurance capabilities of critical infrastructure assets and to determine if there are event indications to report. Indications are preparatory actions that indicate whether an infrastructure event is likely to occur or is planned. Indications are based on input at the tactical, operational, theatre, and strategic level. At the tactical level, input comes from asset owners. At the operational level, input comes from the related sectors. Warning is the process of notifying asset owners of a possible threat or hazard. 

(iv) Mitigation (occurs both before and during an event) - The Mitigation phase comprises actions taken before or during an event in response to warnings or incidents.

(v) Incident Response (occurs after an event) - Incident Response comprises the plans and activities taken to eliminate the cause or source of an infrastructure event. 

(vi) Reconstitution (occurs after an event) - The last phase of the CIP life cycle, involves actions taken to rebuild or restore a critical asset capability after it has been damaged or destroyed. This phase is the most challenging and least developed process. 

5.2 Effective management of the CIP life cycle ensures that protection activities can be coordinated and reconciled among all critical sectors. In many ways, CIP is risk management at its most imperative. Achieving success means obtaining mission assurance. 

6. Importance of Cyber Security

6.1 All need to protect our critical information infrastructures, as risks are huge, especially  in electronic  warfare.  The rapid growth of ICTs and societal inter-dependency have led a shift to perception of Critical Information Infrastructure  threats and,  as  a  consequence, cyber security has become international agenda. It is crucial to understand the risks that accompany new technologies in order to maximize the benefits. Growing  threats  to  security,  at  the level of  the  individual,  the firms, government and critical  infrastructures,  make  security  everyone’s responsibility.  It is important to understand and keep up-to-date contours of fast changing challenges.

6.2 Cyberspace – the interdependent network of information technology components that underpins many of our communications – is a crucial component of National critical infrastructure.  We use cyberspace to exchange information, buy and sell products and services, and enable many online transactions across a wide range of sectors, both nationally and internationally.  As a result, a secure cyberspace is critical to the health of the economy and to the security of any Nation.  Developing a framework for cyber security is the need of the hour in order to address the recent and alarming rise in online fraud, identity theft, and misuse of information online.  

	
	
	GLOBALLY

(24 countries)
	INDIA

	CYBERCRIME

COSTS*
	 Total net cost of cybercrime

 
	US $388bn


	Rs 341.1bn (US$7.6bn)



	
	Victims’ value of the time lost to

cybercrime


	US $274bn


	Rs 162.6bn (US$3.6bn)



	
	Direct cash cost (money stolen/cost

of resolving cybercrime)
	US $114bn
	Rs 178.5bn (US$4bn)

	 CYBERCRIME

EXPERIENCES
	Online adults who have experienced cybercrime in their lifetime
	69%


	80%



	
	Victims who experienced cybercrime in the past 12 months
	65%


	81%



	
	Adults who have experienced mobile related cybercrime
	10%
	17%

	LOST TIME
	Days taken to resolve cybercrime in the past year (average)
	10 days
	15 days

	TOP

CYBERCRIMES
	Most common types of

cybercrime in past 12 months

(% of all cybercrime)
	1. Computer viruses/malware

(54% overall, of which 58% occurred in the past 12 months)

2. Online scams

(11% overall, of which 52% occurred in the past 12 months)

3. Phishing

(10% overall, of which 53% occurred in the past 12 months)
	1. Computer viruses/malware

(60% overall, of which 75%

occurred in the past 12 months)

2. Online scams

(20% overall, of which 48%

occurred in the past 12 months)

3. Phishing

(19% overall, of which 59%

occurred in the past 12 months)


Source: Survey available at http://norton.com/cybercrimereport
The survey was conducted in 24 countries ( Australia, Brazil, Canada, China, France, Germany, India, Italy, Japan, New Zealand, Spain, Sweden, United Kingdom, United States; Belgium, Denmark, Holland, Hong Kong, Mexico, South Africa, Singapore, Poland, Switzerland and UAE).

7. Technology Trends

7.1 The Internet is constantly changing the way we live and conduct business. These changes are occurring both in the ways that we currently experience (e-commerce, real-time information access, e-learning, expanded communication options, and so forth), and in ways we have yet to experience. Convergence of voice, video & data is on anvil and existing communication networks are paving way to all IP enabled Networks such as Next Generation Networks (NGN). Therefore as a society we are just beginning to unlock the potential of the Internet. 
7.2 A growing percentage of access is through broadband connections, and users and organizations are increasingly interconnected across physical and logical networks, organizational boundaries, and national borders. As the fabric of connectivity has broadened, the volume of electronic information exchanged through what is popularly known as cyberspace has grown dramatically and expanded beyond traditional traffic to include multimedia, process control signals and other forms of data. New applications and services that use ICT infrastructure capabilities are constantly emerging.

7.3 With the rapid growth of Internet, network security has become a major concern for policy makers & regulators worldwide. A private network when connected to the Internet is connected to more than 50,000 unknown networks and all their users.

7.4 The development of robust IP networks with possibility of one billion connected people increase the security threats further. Protection of services and the consumers from data theft, fraud, denial of service attacks, hacking, cyber warfare, terrorist and antinational activities become a challenge. Some cyber-attacks like those against systems controlling infrastructure would have debilitating effect. According to an international estimate one in 295 emails is virus infected and 3 in 100 emails carry malware. SophosLabs tracked and analyzed 95,000 malware pieces every day in 2010, which is nearly twice the number of malware pieces tracked in 2009.More than 3500 malicious websites are blocked per day and 89.4% mails are spam. The majority of the attacks (32%) are phishing followed by virus (29%) and network scanning/probing (18%). Thus cyber security will become of paramount importance as broadband will not be limited to provide vital services to citizens but will also be used as core to provide various citizen centric services. 
7.5 Social network attacks are coming up and expected to be one of the major sources of attacks in near future because of the volume of users and the amount of personal information posted. Users’ inherent trust in their online friends is what makes these networks a prime target. For example, users may be prompted to follow a link on someone's page, which could redirect users to a malicious website. 
7.6 Social Engineering techniques on Social Networks are on the rise. Social engineering is term for psychological tricks used to persuade people to undermine their own online security. This can include opening an email attachment, clicking a button, following a link, or filling in a form with sensitive personal information. All sorts of scams, and many methods used to spread malware, make use of social engineering techniques, and target human desires & fears as well as just plain curiosity to get past the caution one should be exercising when online.

7.7 Since the introduction of the iPhone, the popularity of smartphones has grown over the last several years. More and more users of smartphone get involved in several online activities thereby creating a potential shift in cyber attacks as cybercriminals may target end users via mobile platforms. As with other platforms, the attackers would like to explore where the most users are, and where these users are the least protected.

7.8 Cloud computing refers to a type of computing that relies on sharing computing resources rather than maintaining and supporting local servers. Cloud computing is a growing trend due to its considerable cost savings opportunities for organizations. The growing use of cloud computing will make it a prime target for attack. 

7.9 Migration from legacy network to Next Generation Network will provide platform for development of many useful applications and sharing of information. The critical data of an organization containing personal data, critical enterprise resources etc are potential source of attack because of followingtwo main reasons:
· First is the ubiquity of the Internet. Access to vulnerable devices will continue to increase with growing number of devices connected on Internet. 

· Second is the popularity of easy-to-use operating systems and development environments. Overall ingenuity and knowledge required by hackers is drastically reduced and for a hacker it is much easier to create applications that can be distributed on Internet. 

8. Security Threats 
8.1 The primary concern while protecting the IP Networks is to formulate such comprehensive policies, which may provide sufficient safeguards to prevent the theft, destruction, corruption, and introduction of information that can cause irreparable damage to sensitive and confidential data. 
8.2 The confidential information is found on a network in two states. Either it reside on physical storage media, such as a hard drive or memory, or in form of data packets in the state of transit across the network. The information in transit is being mainly targeted by hackers.The various modes of threats for this transit data are as follows :

a) Network Packet Sniffers 

· Large information while being sent on network is broken into smaller pieces called network packets. Generally these network packets are sent as clear text over the networks i.e. information sent across the network is not encrypted. This poses a great security threat of packets getting processed and understood by any application that can pick them up off the network 

· A packet sniffer is an application that can easily interpret the network packets. Availability of numerous freeware and shareware packet sniffers poses real threat, as they do not require the user to understand anything about the underlying protocols. 

· Meaningful and often sensitive information related to user account, databases etc are at risk in such situations. Attackers also use human characteristics (attack methods known collectively as social engineering attacks), such as using a single password for multiple accounts, for successfully gaining access to sensitive information. 

b) IP Spoofing 

· When an attacker situated outside the targeted network pretends to be a trusted computer then the mode of attack is termed as IP spoofing. It can be done either by using an IP address of targeted network pool or by using an authorized & trusted external IP address. It actually results into in injection of data or commands into an existing stream of data passed between a client and server application or a peer-to-peer network connection.

c) Phishing

· Phishingis a technique used to gain personal information for the purpose of identity theft, using fraudulent e-mail messages that appear to come from legitimate organizations such as banks. These authentic-looking messages/ e-mails are designed to lure recipients into divulging account data like login details, passwords, credit card numbers etc. Once they get your details, they access your account and misuse it.

d) Denial of Service

· Most popular form of attack, denial of service (DoS) attacks are also among the most difficult to completely eliminate. Even among the hacker community, DoS attacks are regarded as trivial and considered bad form because they require so little effort to execute. Because of their ease of implementation and potentially significant damage, DoS attacks deserve special attention. These attacks include the TCP SYN Flood, Ping of Death etc.

· When this type of attack is launched from many different systems at the same time, it is often referred to as a distributed denial of service attack (DDoS).

e) Password Attacks 

· Password attacks usually refer to repeated attempts to identify a user account and/or password; these repeated attempts are called brute-force attacks. If this account has sufficient privileges, the attacker can create a back door for future access. Password attacks can easily be eliminated by not relying on plaintext passwords in the first place. Using OTP or cryptographic authentication can virtually eliminate the threat of password attacks. Passwords should be at least eight characters long and contain uppercase letters, lowercase letters, numbers, and special characters (#, %, $, and so forth).

f)  Distribution of Sensitive Information

· The majority of computer break-ins that organizations suffer are at the hands of troublesome present or former employees. Basically it results into leakage of sensitive information to competitors or others that will use it to organization’s disadvantage. 

g) Man-in-the-Middle Attacks 

· Access to network packets that come across the networks is phrased as man-in-middle attacks. An ISP can gain access to all network packets transferred between one network and any other network. It can launch such an attack. Implemented using network packet sniffers and routing and transport protocols these attack can result in information theft, control over an ongoing session to gain access to one’s internal network resources, traffic analysis to derive information network and its users, denial of service, corruption of transmitted data, and introduction of new information into network sessions.

h) Application Layer Attacks

· These attacks are performed by identifying the well-known weaknesses in software that are commonly found on servers, such as sendmail, Hypertext Transfer Protocol (HTTP), and FTP etc. The primary problem with application layer attacks is that they often use ports that are allowed through a firewall. For example, a TCP port 80.  Application layer attacks can never be completely eliminated. 
i) Virus and Trojan Horse Applications

· The primary vulnerabilities for end-user workstations are viruses and Trojan horse attacks. Viruses refer to malicious software that is attached to another program to execute a particular unwanted function on a user's workstation. A Trojan horse is different only in that the entire application was written to look like something else, when in fact it is an attack tool. An example of a Trojan horse is a software application that runs a simple game on the user’s workstation. While the user is occupied with the game, the Trojan horse mails a copy of itself to every user in the user’s address book. Then other users get the game and play it, thus spreading the Trojan horse.

j) Scareware

· Scareware is fake/rogue security software. There are millions of different versions of malware, with hundreds more being created and used every day. This type of scam can be particularly profitable for cyber criminals, as many users believe the pop-up warnings telling them their system is infected and are lured into downloading and paying for the special software to protect their system.

k) Spam
· As spam expands into other areas online, traditional email spam still remains a significant problem, especially in business. Workers still need to keep their inboxes clear of junk, and advanced mail filtering systems are a necessity in any business hoping to use email efficiently. Email spam remains a significant path for threats, simply because the vast majority of computer users still use this medium. Spammed emails containing attachments remain a popular tactic for cybercriminals, often taking advantage of vulnerabilities in Office and PDF Reader software to launch malicious code from within innocent-looking document formats. Emails containing links to malicious sites continue to increase as a major means of leading new victims to attack sites.
Fig 1: Top malware spreading via email attachment
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Source: SophosLabs

l) Malvertising

· One of the growing issues of the past year is “malvertising”—the implantation of malicious advertisements onto websites. In many cases, the websites are entirely innocent and unaware of the threat they’re posing to their visitors. Malware advertising is slipped into feeds from external advertisement resellers and appears alongside the standard set of ads. The infiltration may exploit flaws in ad-server software, or may be accomplished by concealing the malicious activities of ads in order to get them past checks run by ad suppliers.
m) Attacks using Internet marketing techniques 
· While older approaches such as email remain a threat, fake anti-virus and other malware are largely spread through the web. The search engine is our gateway to the web, and cybercrooks are skilled at manipulating search results from the engines such as Google, Bing and Yahoo! to lure victims to their malicious pages. These pages host security risks and browser exploits just waiting to infect users who are directed to these sites. There’s also the abuse of legitimate search engine optimization (SEO) techniques. Legitimate Search Engine Optimization (SEO) techniques are regularly used as marketing tools, but when SEO is abused by the bad guys, and supplemented by more devious methods, it’s known as Black Hat SEO.
n) Social engineering techniques on social networks
· Social engineering is a catch-all term for psychological tricks used to persuade people to undermine their own online security. This can include opening an email attachment, clicking a button, following a link, or filling in a form with sensitive personal information. All sorts of scams, and many methods used to spread malware, make use of social engineering techniques, and target human desires and fears—as well as just plain curiosity—to get past the caution we should all be exercising when online. According to a survey conducted by SophosLabs, spamming on social networks increased in 2010, with 67% of people surveyed receiving spam messages, up from 57% at the end of 2009 and just 33% in mid-2009. Phishing and malware incidents were also rife, with 43% of users spotting phishing attempts and 40% receiving malware.
Fig 2: Spamming on social networks
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o) Clickjacking

· One of the common types of attacks hitting Facebook users is “clickjacking,” also called “UI redressing.” These attacks use maliciously created pages where the true function of a button is concealed beneath an opaque layer showing something entirely different. Clickjacking uses the social engineering techniques to lure new victims and trick them into clicking on the disguised links. Clickjacking attacks not only spread social networking link-spam, they also regularly carry out other actions such as granting access to valuable personal information and even making purchases.

9. Approach to Cyber Security 

9.1 A recent guide published by ITU on cyber security put necessary emphasis on various measures to be taken by state in order to contain the threats. According to it awareness of the digital world’s vulnerability and of the difficulties inherent in controlling not only information and telecommunication technologies and infrastructures but also marketed security solutions should raise serious questions about our dependence on a hard to manage technology.  Data being taken hostage by information technology systems is an eventuality, which cannot be ignored. It is wishful thinking to believe that technological and legal solutions will make up for conceptual errors and poor management of information technology and telecommunications, whether at the strategic, tactical or operational level.  What is more, conventional security measures can protect the sensitive or crucial resources of people, organisations and States effectively only if they are implemented in ways that are transparent, verifiable and controllable.
9.2 In the current climate of elevated risk created by the vulnerabilities of and threats to the Nations information infrastructure, cyber security is not just a paperwork drill. Adversaries are capable of launching harmful attacks on IT systems, networks, and information assets. Such attacks could damage both the information infrastructure and other critical infrastructures. Cyber security is slowly gaining wider adoption in many consumer products for a variety of reasons, due to appreciation of consequences of insecurity, the need for developing secure products, performance and cost penalties, improved user convenience, need for implementing and consistently maintaining security practices, and importance of assessing the value of security improvements. But consumer and enterprise concerns have been heightened by increasingly sophisticated hacker attacks and identity thefts, warnings of cyber terrorism, and the pervasiveness of IT uses. Consequently, many in the industry and critical infrastructure organizations have realised that their continued ability to gain consumer confidence will depend on improved software development, systems engineering practices and the adoption of strengthened security models and best practices.
9.3 There can be four major focus areas while dealing with cybersecurity issues
(i) Deterrence – or the focus on the use of multilateral cyber-crime legislation: Multilateral initiatives to deter the malicious use of cyberspace include initiatives to:

· harmonize cyber-crime legislation and to promote tougher criminal penalties, and 

· improve e-commerce legislation 

(ii) Prevention – or the design and use of more secure systems, better security management and the promotion of more security mechanisms: Multilateral initiatives to prevent the malicious use of cyberspace centre around:

· promoting the design and use of more secure information systems;

· improving information security management in both public and private sectors;

· legal and technological initiatives such as the promotion of security mechanisms.

(iii) Detection – or cooperative policing mechanisms and early warning of attacks: Multilateral initiatives to detect the malicious use of cyberspace include:

· the creation of enhanced cooperative policing mechanisms; and

· early warning through information exchange with the aim of providing early warning of cyber-attack by exchanging information between the public and private sectors.

(iv) Reaction – or the design of stronger information infrastructures, crisis management programs, and policing and justice efforts: Multilateral initiatives to react to the malicious use of cyberspace include 

· efforts to design robust and survivable information infrastructures; 

· the development of crisis management systems; and 

· improvement in the coordination of policing and criminal justice efforts. 

10. Objectives, mission and fundamental principles of Cybersecurity
10.1 The objectives of Cybersecurity are:

· confidentiality (no illicit access); to maintain the secrecy of the information and limit access to authorized entities;

· integrity and accuracy (no false information, no mistakes); to maintain the integrity and uncorrupted state of data and programs;

· availability (without delay); to maintain continuous, uninterrupted and unimpaired availability;

· longevity (no destruction); to store data and software for as long as required;

· Non-repudiation and imputability (no dispute); to guarantee the origin, source, destination and truthfulness of an action; respect for digital privacy; authentication (no doubt as to the identity of a resource.

10.2 Each mission can be broken down into the following component activities:

· development of a security plan based on a prior risk analysis;

· definition of the vulnerability perimeter arising from the use of new technologies;

· continuous protection at a level commensurate with the risk incurred;

· implementation and validation of the security structure, measures, tools and procedures;

· monitoring, audit, control and development of the information system and its security;

· optimization of information system performance in line with the level of security required;

· alignment of needs with risks and costs.
10.3 The fundamental principles underpinning any action to promote Cybersecurity are as follows:

· Vocabulary: need to agree on a common language defining security;

· Coherence: Cybersecurity is the outcome when the tools, mechanisms and procedures needed to prevent, detect, protect against and correct damage arising from mistakes, maliciousness  natural factors are harmoniously integrated;

· Managerial Will: It is the responsibility of management to make available the means needed to implement and manage a Cybersecurity plan;

· Finance: The cost of security, of control measures, must be in proportion to the risk;

· Simplicity, Universality and Discretion: The security measures must be simple, flexible, easily understood by the users; they must not be provocative so as not to lure potential attackers;

· Change and continuity: Security must be dynamic in order to integrate system modifications overtime and changing needs and risks; they systems must be constantly operational;

· Evaluation, control and adaptation: In order to ensure the level of security is in keeping with real needs.

11. Characteristics of a security policy
11.1 A sound security policy is the outcome of a risk analysis and is comprehensive and coherent, providing a targeted response to security needs in a given context. The policy must be:
· simple and easy to understand;

· implementable by trained and alert personnel;

· easy to implement and maintain;

· Verifiable and controlled.

11.2 Security policy should not be static.  It must be periodically reviewed, optimized and adapted to developments in the context in which it is implemented. Security policy may be broken down into policies for access control, protection, crises management, follow-up and optimization, trust.
12. International Measures on Cyber Security
12.1 International law enforcement agencies began to recognize the scope and the threat of the cyber crime problem nearly 11 years ago, as the widespread potential for economic damage and disruption was demonstrated by the crippling MafiaBoy attacks on Yahoo, Amazon, eBay, and other high profile ecommerce sites in February 2000. In year 2002, the FBI had formed a Cyber Division and shortly afterwards deployed Cyber Squads in all of its 56 field offices across the United States to focus on this emerging threat. At the same time, the U.S. Secret Service, Australian Federal Police, Royal Canadian Mounted Police, U.K. National Crime Squad, and law enforcement organizations in other parts of the world reorganized the importance of creating high-tech crime centres dedicated to investigations of cyber crime. Several countries have established specialized organisations for dealing with CIIP. Some of the examples are: 
· The Australian Government has established the Trusted Information Sharing Network (TISN) for Critical Infrastructure Resilience (CIR). Communication system is entailed in the list of critical infrastructure.
· Public Safety and Emergency Preparedness Canada (PSEPC), formerly known as Office of Critical Infrastructure Protection and Emergency Preparedness (OCIPEP); 

· The Federal Office for Information Security (BSI) in Germany; 

· The Centre for Critical Infrastructure Protection (CCIP) in New Zealand;

· The National Infrastructure Security Co-ordination Centre (NISCC) in the UK; 

· The Department of Homeland Security (DHS) in the US.

· In Switzerland there are a number of different organizational units dealing with CIP/CIIP. The Reporting and Analysis Centre for Information Assurance (Melde- und Analysestelle Informationssicherung, MELANI) has a key role. Public-private partnerships are among the central pillars of Switzerland’s CIIP policy. 

· In Sweden, a number of organizations are involved in CIP/CIIP. The Swedish Emergency Management Agency (SEMA) at the Ministry of Defense has a key role. 

· In Netherlands, responsibility for CII lies with a number of authorities, but the Ministry for Interior and Kingdom Relations coordinates CIP/CIIP policy across all sectors and responsible ministries. 

· In Malaysia a national cyber security policy was launched to address the risks to the Critical National Information Infrastructure (CNII) which comprises the networked information systems of ten critical sectors.

· CEPTOAR (Capability for Engineering of Protection, Technical Operation, Analysis and Response) is established in Japan.
12.2 Initiatives for cyber security by some countries are as follows:
I. United Kingdom
12.3 UK has launched National cyber Security Program in November 2011 and allocated £650 million for this program. The program highlights the need of cyber security in the wake of increasing dependence of people and military on internet. Some of the priority actions to be taken by the government in order to build up the existing strength are raising awareness; improving detection and analysis of sophisticated cyber threats; maintaining an effective legal framework and working in collaboration with other countries. The program also focuses towards encouraging a cadre of cyber security professionals. A cyber security ‘hub’ is being established to make sure this wider group can draw on actionable information on threats and what can be done to counter them.

12.4 A new Defence Cyber Operations Group will be created to bring together cyber capabilities from across defence. Around half of the £650 million funding will go towards enhancing the UK’s core capability to detect and counter cyber attacks. The Centre for the Protection of National Infrastructure (CPNI) is already working with a network of critical national infrastructure companies to ensure that they take the necessary steps to protect key systems and data.

12.5 The vision behind the program is that by 2015 that every individual has basic knowledge of threats, access to up to date information on online threats and the techniques and practices to guard against them. Individuals should have the resources to report these malpractices. Companies should be able to protect their sensitive information, intellectual property and customer data. They must work in collaboration with the government, intelligence agency. 

II. United States

12.6 In United States National Cyber Security Alliance (NCSA), a consortium of government agencies and private industry sponsors, has been aiming to educate the public about core security protections. Events like U.S. National Cyber Security Awareness Month is a national campaign designed to increase the public awareness of cyber security and crime issues, so that users can take precautions to avoid these threats on the Internet. National Cyberspace Response System, federal network security and cyber risk management program are some of the programs running under this division. The main aim of these programs is to protect the critical infrastructure, analyze and reduction in cyber threats and vulnerabilities, and be prepare for response in case of national cyber attack. To assess the preparedness an exercise called cyber storm takes place in every 2 years. Operation Cyber Storm is a large-scale simulation of combined cyber-physical attacks on U.S. critical infrastructure that may disrupt multiple critical infrastructure and involves various public & private parties. U.S. Department of Homeland Security has released the findings of Operation Cyber Storm, wherein observers noted that players had difficulty ascertaining what organizations and whom within those organizations to contact when there was no previously established relationship or pre-determined plans for response coordination and risk assessments/mitigation.

III. Australia

12.7 The ACMA administers the national regulatory scheme for online content, and provides consumer information about safe use of the internet and mobile phones. Under the Spam Act 2003 it is illegal to send, or cause to be sent, unsolicited commercial electronic messages. The Act covers email, instant messaging, SMS and MMS of a commercial nature. To educate the people about cybersafety, the cyber smart program is also initiated by ACMA. The program takes care of kids, teens, parents, school, and library staffs separately. A separate web page exists to guide regarding safe use of online social networking. 

12.8 CERT-Australia was formed in November 2009 to provide an initial point of contact for cyber security information for Australia and to coordinate Australia’s cyber event response arrangements, nationally and internationally. CERT Australia’s primary responsibility is to work with the private sector to provide with information and assistance to help in critical infrastructure protection. This is also achieved through trusted information exchanges between the Australian Government and Australian businesses on cyber security issues. 
12.9 The Cyber Security Operations Centre (CSOC) works under defence sector directorate to provide government with a better understanding of sophisticated cyber threats against Australian interests, and coordinate and assist operational response to cyber threat. CERT Australia and the CSOC have complementary roles in ensuring that Australia is protected from cyber threats. 
IV. Malaysia

12.10 The Malaysian Computer Emergency Response Team (MyCERT) was launched in March 1997 to support both the active and proactive measures in ICT security. National ICT Security and Emergency Response Centre (NISER) was also established as a national network security and accreditation agency, which was also put in charge of MyCERT. In 2007 NISER`s role was elevated to become a national agency called the CyberSecurity Malaysia. Today, CyberSecurity Malaysia exists as the national reference and specialist centre in cyber security under the purview of the Ministry of Science, Technology and Innovation (MOSTI).

12.11 List of services offered by MyCERT are

· Assist Internet Users Malaysians in detecting, interpreting and responding to computer security incidents.

· Alert Internet Users Malaysians in the event of security breach.

· Coordinate expert advice whilst rendering remedial assistance.

12.12 The national cyber security policy identifies eight thrust areas including Legislation & regulatory frame work, compliance & enforcement and cyber security technology framework. Some of the  cyber security laws are as follows: 

Digital Signature Act 1997

12.13 The Act mainly provides for the licensing and regulation of Certification Authorities (CA). CAs issue Digital Signatures and will certify the identity (within certain limits) of a signor by issuing a certificate. The Act also makes a digital signature as legally valid and enforceable as a traditional signature. The Digital Signature Act was brought into force on 1st October 1998.

Computer Crime Act 1997

12.14 Entering or attempting to enter into computers and computer systems without authorization, damaging or altering data/information in computers or computer systems by planting viruses or other means, giving passwords to people who are not authorized to receive it are counted as offence according to this act.

The Copyright Act 1997

12.15 The Copyright (Amendment) Act amends the Copyright Act 1987 to extend copyright law to the new and converged multimedia environment. There is now clear protection accorded to multimedia works. The transmission of copyright works over the Internet now clearly amounts to infringement. Technological methods of ensuring works and authorship info are not altered or removed is also protected.
V. Japan

12.16 In Japan National Information Security Council (NISC) and Information Security Policy Council (ISPC) were established in 2005 to address the information security issues. NISC has following functions

· Development of Fundamental Strategy

· Comprehensive Measure for Government Agencies

· Development of Response Capabilities

· Critical Infrastructure Protection

· Planning Internal Strategy

12.17 JPCERT/CC is the first CSIRT (Computer Security Incident Response Team) established in Japan. The objective JPCERT are

i. Provide computer security incident responses;

ii. Coordinate with domestic and international CSIRTs and related organizations;

iii. Foster the establishment of a new CSIRT and collaboration among CSIRTs;

iv. Gather and disseminate technical information on computer security incidents and vulnerabilities and security fixes, and other security information, as well as issue alerts and warnings;

v. Provide research and analysis of computer security incidents;

vi. Conduct research on security related technologies; and

vii. Increase awareness and understanding of information security and the technical knowledge through education and training.

12.18 Information-Technology Promotion Agency (IPA) also works for cyber security in Japan. IPA does research, evaluate the security risk and take measure against vulnerabilities. Information security strategy is issued every year. In February 2011 information security awareness month was celebrated.
VI. South Korea

12.19 Korea Communication Commission (KCC) has prepared a Plan 2011 wherein realization of safe internet society is taken as part of creation user friendly environment. For preparation for countering cyber attacks public-private simulation training is planned to be enhanced. Prevention of Zombei PCs and strengthening the handling of overseas illegal websites are other initiatives in this direction.

12.20 To strengthen the cyber security competencies cyber emergency system is to be established for small scale business, in which Distributed Denial of Service (DDoS) attack traffic will be sorted & blocked and only normal traffic will be delivered. Emphasis is also given on mobile security and malicious code check. Cyber security awareness will be spread through TV, internet and mobile applications and user knowledge will be improved.

12.21 Korea internet security center (KrCERT) was established in 1996. Korea Internet Security Center takes the lead in raising technical capability for protection of Critical Network Infrastructure Internet communication network and for reinforcement of prediction and alarm system. 

13. Cyber Security initiatives in SATRC countries:

13.1 Afghanistan

a) In March 2008 the Ministry of communications and IT (MCIT) took the initiative and developed the ICT Law of Islamic Republic of Afghanistan. This Law covers almost everything in regards to the digital world including cyber space.

b) The directorate of Information Security has recently established by MCIT which is working under the supervision of General Directorate of ICT. Its mandate is to ensure information security in the country including all governmental data networks, transactions, cyber space, PKI, ECA, and to name some. The directorate of IS will also work on the National Cybersecurity Strategy of Afghanistan and the Cyber Law of Afghanistan as well.

c) Some organizations where exchange of sensitive data takes place, digital signatures are used. By the end of 2012 Afghanistan will have the PKI and ECA establishment in the country. With this establishment all government agencies will exchange data using digital signature. 

d) Afghanistan Cyber Emergency Response Team (AFCERT) is a department working under General Directorate of ICT. Its main mandate is to fight against cyber crimes in the country and provide awareness and training programs to other governmental organizations in the country. By mid 2012 AFCERT will have its own NOC and it will be connected to the GRC - IMPACT head quarters in Malaysia, in a near future it will be connected to other CERTs in the region as well.

e) In the past three years there were series of incidents in some governmental organizations and private sector which most of them were solved by the AFCERT department. Most of those cases were: email hacking, phishing, personality abuses on social networks, and identity theft. 

f) So far the Afghanistan National Data Center (ANDC) has implemented the ISO 2700 series standards. MCIT has planned to connect all governmental entities using the Fiber ring of Kabul and the connectivity model is based on ISO 2700 series standards. This project will be launched in near future.

13.2 Bangladesh

a) Under the Technical Assistance Program of International Telecommunication Union (ITU), Bangladesh Telecommunication Regulatory Commission (BTRC) has completed a consultancy project in 2010 regarding the Cyber Security Status and Formulation of a National CIRT (Cyber Incident Response Team) for Bangladesh. The reports discusses the status of cyber security in Bangladesh and provides recommendations on the following issues: 

(i) Incidents of Cyber Threat:

· Overall, there is no proper organization or mechanism dealing with detection, tracking and mitigation of cyber attacks and cybercrime at the governmental level. Isolated cases are treated on an ad-hoc basis either by the Police Cybercrime Unit in the Criminal Investigation Department (CID) or the unofficial private CERT that was started by a few motivated individuals or by the victims themselves. 

· On 20 March, 2010, hackers attacked 20 district websites. 

· ICT infrastructure, computer systems and users in Bangladesh are exposed to and suffer from most of the cyber threats and attacks affecting the rest of the world. These include malicious software, electronic fraud, web defacement, and email account hacking. 

· Online scams by means of social engineering e-mails such as the Nigerian 419 scams and phishing websites go hand in hand with identity theft. This has created concerns in the Bangladesh cyberspace, and on the international scene. The people of Bangladesh have also fallen victims and lost large sums of money to swindlers in the past. 

Recommendations

· It is clear with the findings as above, the setting up of a National CIRT that will act as a focal point in managing incidents and a coordination centre to manage all the information sharing and information flow within the country pertaining to cybersecurity is crucial. The awareness to report all incidents to this central point is vital. The CIRT will also provide knowledge of available best practices that can be shared and implemented on their respective networks.

· It is also recommended that in the future, large organizations that are responsible for the country’s critical national infrastructure should establish their own CIRTs in collaboration with the national CIRT. These would be known as sector CIRTs and they would be constituents of the national CIRT.

· Stakeholders should adequately manage the confidentiality, integrity and availability of ICT infrastructure, information systems and computers used by people and organizations to connect to the Internet.

· Outreach programs should be developed to sensitize the public about the dangers associated with cyber threats. Training and education should be conducted to teach users basic steps for dealing with IT security issue.

· Record complaints and create a database, which will be examined together with other concerned agencies and so forth that will help in tracking cyber criminals.

· Develop and/or update the legal framework to make Bangladesh less favorable as a cyber crime haven for criminals. The government together with its agencies should draft and pass cyber crime laws which should be used to criminalize all forms of electronic fraud.

(ii) Cyber-security Legal Framework: 

· There is no comprehensive cybersecurity law enacted or adopted yet. ICT related crimes are usually treated with the existing Penal Codes.

· However, two expert groups have been working to help strengthen cyber security and prevent cyber attacks, one for developing cyber security guidelines (almost finalized) and the other for taking necessary steps if a cyber attack takes place.

· The government of Bangladesh in its active fight against Cyber threats have approved in principle to amend previous legislation calling for jail terms and heavy financial penalties to tackle new forms of crime. The proposed law has suggested provisions for a maximum 10 years in jail and taka 10 million (US$150, 000) in fines for hacking into computer networks and putting false and libelous information or indecent material online.

Recommendations: 

· Stakeholders should expedite the process of amending or passing of cyber laws because delays give cyber criminals the chance to exploit legal loopholes. Such legal framework should be able to address not only national issues, but facilitate as well international cooperation. ITU-IMPACT would support and assist Bangladesh to ensure that national cyber laws would be developed within international cooperation principles

· The rapid changes in technology and attack vectors require amendment of outdated cyber laws in order to combat cybercrime and it is highly recommended that the Bangladesh government expedites the process of passing the necessary laws.

· It is important to develop and implement awareness campaigns to educate users, law enforcement and policy makers about cyber laws, the impact of cybercrime and measures of combating it. The National CIRT can take on the leading role of creating cybersecurity awareness campaigns.

· Due to rapid changes in technology there is a need to create laws which are technology neutral in order to cater for the dynamic nature of ICT technologies. This is the best way to combat cybercrime effectively.

· While there is a definite need for a CIRT capability, the need for cybercrime legislation is currently a more immediate requirement. A National CIRT capability should at least be developed in parallel with drafting and passing of cyber laws. Without cyber laws a National CIRT cannot perform its duties effectively.

(iii)  Constituency / Stakeholder Participation:

· The major stakeholders that express their enthusiasm to be part of the national CIRT project are the BTRC that should be hosting the CIRT, the Banks, the National Defense, the ISPs and Telecommunication Operators.

· The stakeholders recognized the imminent need to establish a National CIRT and are willing to give their full support. All the parties present agreed that CIRT services should be offered to government and other public institutions at the initial stage. However, their concern is that the private sector and the general public are also in dire need of an organization that responds to their incidents. It was therefore emphasized that the National CIRT grows rapidly in order to accommodate the general public, or acquires the capacity to set up other CIRTs in a decentralized fashion to cater to the expanding constituency in the future.

· A National CIRT will be needed for the general public in order to give consumers confidence in transacting online. Bangladesh population needs a reliable organization that guarantees some level of safety and tracking of offenders/ cybercriminals with the rapid growth of Internet services in the past few years and years to come.

Recommendations:

· One of the critical success factors of a National CIRT is the active participations from the stakeholders and the constituencies in information sharing and coordination work. The involvements from these parties should start from the very beginning, as early as the planning stage of the CIRT establishment. Once established, the CIRT has a burden of earning and nurturing the trust of the stakeholders and the constituencies.

· Constituents should be educated that the establishment of CIRT is imperative and will benefit them in dealing with cybersecurity incidents at national level. The active participation of the stakeholders and constituents can be gained by ensuring and demonstrating that the privacy and confidentiality of their information will never be compromised and will be protected at its best capability.

· The recommended and targeted type of service CIRT will be providing to its constituents is Hybrid Services. However, at its initial stage the services will be more bounded to government agencies and ministries. Once it has reached a certain maturity, it shall start rendering its services to anyone requesting which will give the hybrid status to it. Basically, there are 3 (three) kinds of services provided by a CIRT to its constituents which are Bounded, Unbounded and Hybrid. The definition of each service is given as below;

· Bounded - The service is bounded by some constraints such as just for the government or just for the funding source

· Unbounded – The service is provided to anyone requesting for it

· Hybrid – The combination of both services as above


(iv) Cybersecurity Education and Training: 

· Cybersecurity education in Bangladesh is limited to occasional seminars, workshops and regional conferences that some of the participants have attended in the past. Apart from that, proper cybersecurity courses or subject are not available at national universities. 

· More often than not, the local institutions will have to depend on foreign expertise in developing courses. 

· Some of the local students and IT experts especially in the ISP industry are aware of cybersecurity certification courses overseas, but they don’t know how to have access to them, or lack the financial means to take the courses without a sponsor as the cost is often too high for them.

Recommendations:

· One of the most important elements in establishing and sustaining a National CIRT is the competency of the personnel. Training and human capacity development programs must be in place to have locally produced experts. 

· Through partnerships and MoUs, the government can bring in various cybersecurity training providers into the country and make the courses accessible to the people easily. Scholarship programs can also be offered to encourage the Bangladeshi people to venture into cybersecurity areas. 

· It is imperative for Bangladesh to start making cybersecurity syllabus in higher education institutions. This has to be done before it is too late due to the rapid development and outreach of latest technologies within the country. 

· ITU in collaboration with IMPACT can assist in helping Bangladesh and the stakeholders to design courses and promote research programs through its various divisions. 

13.3 India 

a) Government Initiatives

(v) Inter Departmental Information Security Task Force (ISTF)

· In order to highlight the growing threat to information security in India and focus related actions, Government had set up an Inter Departmental Information Security Task Force (ISTF) with National Security Council as the nodal agency. The Task Force studied and deliberated on the issues such as

· National Information Security Threat Perceptions 

· Critical Minimum Infrastructure to be protected 

· Ways and means of ensuring Information Security including identification of relevant technologies 

· Legal procedures required to ensure Information Security 

· Awareness, Training and Research in Information Security 

· In line with the recommendations of the ISTF, the following initiatives have been taken by the Government

· Indian Computer Emergency Response Team (CERT-In) has been established to respond to the cyber security incidents and take steps to prevent recurrence of the same 

· PKI infrastructure has been set up to support implementation of Information Technology Act and promote use of Digital Signatures 

· Government has been supporting R&D activities through premier Academic and Public Sector Institutions in the country 

· Information Security Policy Assurance Framework for the protection of Government cyberspace and critical infrastructure has been developed. 

· The Government has mandated implementation of Security Policy in accordance with the Information Security Standard ISO 27001 

· Currently in India 246 organisations have obtained certification against the Information Security Standard ISO 27001. 

· Security Auditors have been empanelled for auditing, including vulnerability assessment & penetration testing of computer systems & networks of various organizations of the government, critical infrastructure organizations and those in other sectors of the Indian economy. 

· Nationwide Information Security Education and Awareness Program has been launched 

(vi) Indian Computer Emergency Response Team (CERT-in)

· To enhance the security of India's Communications and Information Infrastructure through proactive action and effective collaboration, Indian Computer Emergency Response Team (CERT-in) was established in January 2004. The main function of CERT-In is to provide early security warning and effective incident response.   It operates on 24 x 7 basis and is actively engaging its users with early warning alerts and advisories.  It is aimed at catering to the needs of critical sectors, law enforcement & judiciary and e-governance project owners.  Special trainings programs are being conducted for judicial officers and Law enforcement agencies.  About hundred personnel from various Government agencies have been trained at the Carnegie Mellon University, USA as Master trainers that can train many more in the country.

· In the recent Information Technology (Amendment) Act 2008, CERT-In has been designated to serve as the national agency to perform the following functions in the area of cyber security: 

· Collection, analysis and dissemination of information on cyber incidents

· Forecast and alerts of cyber security incidents•  Emergency measures for handling cyber security incidents

· Coordination of cyber incident response activities

· Issue guidelines, advisories, vulnerability notes and whitepapers relating to information security practices, procedures, prevention, response and reporting of cyber incidents

· CERT-In has taken steps to implement National Information Security Assurance Programme (NISAP) to create awareness in government and critical sector organizations and to develop and implement information security policy and information security best practices based on ISO/IEC 27001 for protection of their infrastructure. CERT-in has established the facility for Computer Forensics for investigation of cyber crimes and to provide hands on training to the law enforcement agencies and judiciary. This infrastructure is being augmented to include network forensics and mobile forensics investigation facility. CERT-In is cooperating with defence, banks, judiciary and law enforcement agencies in training their officials as well as extending the support in investigation of cyber crimes.

Cyber Security Statistics in India as monitored by CERT-In

Cyber Intrusion Trends

In the month of October 2011, 85 security incidents were reported to CERT-In from various National/ International agencies. As shown in the figure, 42% incidents related to Phishing were reported in this month. Other reported incidents include 40 % unauthorized scanning, 18 % incidents related to technical help under the others category. 

Fig 3: Cyber Intrusion during October 2011
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In October 2011, CERT -In tracked 04 C&C (Command & Control) servers and 2011193 bot infected computers existing in India. The concerned ISPs were intimated to dis-infect the bot infected systems to mitigate botnets.

Open proxy servers 

Any proxy server that doesn't restrict its client base to its own set of clients and allows any other client to connect to it is known as an open proxy server. An open proxy server will accept client connections from any IP address and make connections to any Internet resource. 

CERT-In tracked 230 open proxy servers functioning in India during October 2011. All the concerned ISPs were alerted immediately to shut down the open proxy servers. A bar chart of open proxy servers tracked during this year is shown in the figure. 

Fig 4: Statistics of Open Proxy Servers tracked during Jan to Oct. 2011
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Website Intrusion and Malware Propagation (WIMP) 

CERT-In is tracking malicious web sites/URLs on regular basis. In the month of October, CERT-In tracked 298 websites infected with malicious contents. A user visiting these websites/URLs is redirected to malicious sites which download malicious code such as virus, worm, Trojan, keylogger, rootkit on to the user's computer. The website owners are informed to remove the infection from these websites and are advised to strengthen the security of their websites. 

Fig 5: Statistics of Website Intrusion and Malware Propagation (WIMP) tracked during Jan to Oct. 2011
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(vii) Cyber Security R&D

· Research & development activities are promoted under this programme through grant-in-aid support to recognized autonomous R&D organizations and academic institutions proposing to undertake time-bound projects in the thrust areas identified. A Working Group is constituted specifically for this purpose with experts in relevant areas. It provides full advisory support in implementation of this activity in cyber security arena through analysis of technology trends, identification of thrust areas and preparation of technology development plan as well as evaluation and appropriate recommendation of the project proposals received for financial support from DIT. Approved projects are regularly monitored by Project Review and Steering Group (PRSG) specifically constituted by the Working Group for each project. The major thrust areas are 

· Cryptography and Cryptanalysis

· Network and Systems Security

· Security Architectures

· Vulnerability Detection and Analysis

· Assurance Technologies

· Monitoring, Surveillance and Forensics
· Some of the Ongoing Projects are:

· Development of test bed for Information Security skill development using Virtual Training Environment (VTE)

· Development of Person Authentication System based on Speaker Verification in Uncontrolled Environment

· Establishment of Cyber Forensics & Digital Analysis Centre for Kerala Police

· Cyber & hi-tech crime investigation and training for CBI Academy

(viii) Information Technology (IT) Act 2000

· Government of India enacted the Information Technology Act, 2000 (IT Act 2000) on 9th June, 2000 that provided a legal framework for transactions carried out by means of electronic data interchange and other means of electronic communication, commonly referred to as "electronic commerce", which involve the use of alternatives to paper-based methods of communication and storage of information, to facilitate electronic filing of documents with the Government agencies. 

· Over the years, with several new forms of computer crime, misuse and fraud taking place, a need was felt to strengthen legislation pertaining to information security. Accordingly IT Act 2000 was amended and the Information Technology (Amendment) Act, 2008 was enacted on 5th February 2009 in order to instill confidence in the users and investors in the area of Information Technology in the country. This Act inter-alia adds provisions to the existing Information Technology Act, 2000 to deal with new forms of cyber crimes like publicizing sexually explicit material in electronic form, video voyeurism, cyber terrorism, breach of confidentiality and leakage of data by intermediary and e-commerce frauds. 

(ix) Controller of Certifying Authorities

· The Information Technology Act, 2000 provides the required legal sanctity to the digital signatures based on asymmetric cryptosystems. The digital signatures are now accepted at par with handwritten signatures and the electronic documents that have been digitally signed are treated at par with paper documents. 

· The IT Act provides for the Controller of Certifying Authorities(CCA) to license and regulate the working of Certifying Authorities. The Certifying Authorities (CAs) issue digital signature certificates for electronic authentication of users. 

· The CCA certifies the public keys of CAs using its own private key, which enables users in the cyberspace to verify that a given certificate is issued by a licensed CA. For this purpose it operates, the Root Certifying Authority of India (RCAI). The CCA also maintains the National Repository of Digital Certificates (NRDC), which contains all the certificates issued by all the CAs in the country.

(x) Cyber Appellate Tribunal

· Cyber Appellate Tribunal has been established under the Information Technology Act under the aegis of Controller of Certifying Authorities (C.C.A.). The first and the only Cyber Appellate Tribunal in the country have been established by the Central Government in accordance with the provisions contained under Section 48(1) of the Information Technology Act, 2000. The Tribunal initially known as the Cyber Regulations Appellate Tribunal (C.R.A.T.) started functioning from October, 2006.
b) Industry Initiatives:
· NASSCOM as part of its initiatives towards creating more awareness on cyber crimes has planned to introduce advanced training programmes with due stress on recent trends in usages of cyber forensic tools and methodologies at its Cyber Labs. Cyber Labs, set up and managed on a public-private partnership model, can register and investigate cyber crimes with the help of the police department and provides training to police officers, prosecutors, military police officers, bank officials and others on cyber crimes. The labs have trained over 3,000 investigators at multiple locations. These law enforcement officials will be able carry out various activities like analyzing and scrutinizing data on hard disks, email tracking, extracting evidence using Internet and mobile phones and on cyber crime-related legislation.

13.4 Nepal

a) In December 2006, Nepal promulgated the Electronic Transaction Act, also known as the Cyber Law, which legalizes all electronic transactions and digital signatures. The law also defines and sets penalties for computer and cybercrimes, such as hacking, piracy, and computer fraud.

b) Nepal Government also prepared a plan to form an Information Technology Emergency Response Team (ITERT) under the Ministry of Science and Technology to test and security audit Nepali websites before putting them on the Internet.

c) The International Telecommunication Union and a team of experts from IMPACT, carried out readiness assessment of cybersecurity situation in Nepal to review the institutional and regulatory framework, existing critical information infrastructure, and identify areas of improvement and recommend suggestion for establishing a National Computer Incidence Response Team.

14. Way forward and Action Plan
14.1 The virtual nature of the Internet, and its recreational aspects, can blind especially young people and novice users to its considerable capacity to do harm.  The consequence can be horrendous both for organisations (companies, administrative or community organisations) and individuals who fall victim to it.  Controlling the technological risks means more than hunting down hackers or setting up technological barriers.  The most serious consequences are sometimes due to sheer negligence resulting from incompetence, misconceived or poorly implemented technology, excessive authority for system administrations, mismanagement etc.
14.2 It is important to make all Internet stakeholders aware of the importance of the security issues involved and of the basic measures which, if clearly stated and intelligently implemented, will strengthen then user confidence in data processing and communication technologies, including the Internet.  The Internet should be an asset for everyone and not of exclusive benefit to criminal activity. Steps must be taken to foster a culture of and multidisciplinary approach to security and to control the risk that information technologies will be used to criminal ends.  Both States and organisations must have a strategic vision of these problems.

14.3 Heightening awareness of security issues must not be limited to promoting a culture of security.  There must first be an information technology culture.  The stakeholders must also be given the means to learn to manage the technological, operational and information-related risks they incur in using the new technologies.

14.4 Cyber security concerns cannot be dealt with easily by market forces or by regulation but require a novel mix of solutions. These concerns are not the exclusive domain of economists, political scientists, lawyers, business policy or management experts, or computer specialists—or even of national security experts or telecom regulators. Rather, a highly diverse group of stakeholders or key actors—working in their own domains and in concert—has a potential role in orchestrating the set of functions that in aggregate result in an effective cyber security policy. 

14.5 Cyber security is essentially about managing future risk and responding to current and past incidents and attacks. Managing future risk requires insight into current and future vulnerabilities and how to prevent or reduce them, the probabilities of a threat, and the costs associated with potential outcomes and how to mitigate them. Responding to current and past incidents and attacks requires knowledge of what has happened, methods of preventing similar incidents from being successful in the future, and possible legal or other remedial actions against the perpetrators.

14.6 Effective cyber security policy requires a wide range of international collaborative activities. This needs to take place at different levels between governments—and between private sector stakeholders. These contacts must be both bilateral and multi-lateral. The reasons for these international collaborations include information sharing on risks, vulnerabilities and best practices, developing formal and informal working relationships with key stakeholders in other countries with comparable roles and responsibilities, and enabling the assessment of one’s efforts against those of similar countries. Many developing countries have yet to become part of the international dialogue about cyber security. The circle of international dialogue needs to be widened; new consultative venues and resources may be required to do this.

14.7 There is a need to promote the development of information flows between SATRC countries through collaborative research and information gathering.

14.8 Some of the issues for consideration related to cyber security can be

(i) Licensing & Regulatory Measures
· Establish a public-private architecture for responding to national - level cyber incidents 

· Assign specific responsibility to service providers

· Develop a robust Lawful Interception Monitoring (LIM) mechanism
· Close identification of SPAM sites across the countries and automatic closure.

· Creation of database of different sources related security threats.

· Punitive measures against defaulting service providers in complying to regulatory instructions.

· Improve national incident response capabilities by establishing country specific Computer Emergency Response Team (CERT) and Sectoral CERTs.
(ii) Legal Measure
· Adoption of appropriate legislation against the misuse of ICTs for criminal or disruptive purposes, including activities intended to affect the integrity of   national critical information infrastructures. 

· Threats can originate from anywhere around the globe, the challenges are inherently international in scope and require international cooperation, investigative assistance, common substantive and procedural provisions. 

· There is urgent need to enhance information sharing to improve incidence response capabilities. 

(iii) Technical and Procedural Measures 
· Identification of focal points in the critical infrastructure 

· Exercise cyber security continuity plans and drills 

· Tactical and strategic analysis of cyber attacks and periodic audit of network vulnerability; 

· Expand the Cyber Warning and Information Network to support the role of Government in coordinating crisis management for cyberspace security; 

· Standardization brings private sector and governments to coordinate work and promote the harmonization of security policy and standards globally. 

· Various standards and security provision defined by international organizations like ITU, IEEE etc. should be implemented across all countries. These standards must provide safeguards for security and updated regularly to combat new security risk. 

(iv) Customer Education & Capacity Building 
· Promote cyber security risk awareness for all citizens; 

· Build an education system that will enhance understanding of cyber security in information technology; 

· Expand and train the workforce to protect the Nation’s competitive advantage; 

· Help organizations and individuals make smart technological choices as they manage risk. 

· Develop skills to reduce risk and exposure from unsecure environment

· Enabling citizen through empowerment of:

· Knowledge, 

· capabilities and 

· Decision-making.

Annexure-I
Work Scope of Work Item “CIIP and Cybersecurity” under SATRC WG Policy and Regulation 
Objective: Intrusion of Privacy in the public networks has become a serious cause of concern.  IP networks have open structure and hence are vulnerable.  Large number of incidences of cyber attacks such as denial of service, man in the middle, identity theft, spoofing and SPAM has to be effectively handled.  Progressive transition from telecom traditional network to IP networks in converged era will form backbone for critical information infrastructure.  The protection of such infrastructure is crucial and a challenge. Therefore, necessary policy and regulatory framework has to be put in place to secure critical information infrastructure.  

Scope of Work.

· Review of previous study reports

· Information on Security levels of CIIP

· Collection of information regarding present threats and International practices in dealing with such threats.

· Existing international practices to secure IP network and related policy & regulatory issues.

· Develop a framework for cyber security & CIIP.

Deliverables.

Country specific information, initiatives for IP network protection and 

regulatory initiatives (Acts, Directions etc)
:

15th September, 2010

Preparation of Interim Reports/action plan
:

15st October, 2010

Further study on identified issues & comments

31st March, 2010

Work plan for protection of Critical Information 

Infrastructure and cyber security

:

10th May, 2010


Preparation of Draft Report


:

30th June, 2011

Preparation of Final Report


:

30th September, 2011

INTERIM REPORT.

Interim report will provide the country specific status and existing regulatory framework for cyber security.  Attempt will also be made to identify the challenges for further deliberations.  A format as per Annexure-3 can be considered for collection of information.

FINAL REPORT - Key Challenges and suggestive measures for CIIP

Annexure-2
CIIP and Cyber Security Questionnaires:
	Name of the Country
	

	1.
	Government’s initiatives in enacting Acts, Regulations etc to protect IP network
	

	2.
	Date of promulgation of such Acts, Regulations etc
	

	3.
	Information on Data Encryption Standards being followed in your country. 
	

	3.


	Role of regulator in Cyber Security matters
	

	4.
	Statistics on number of cyber attacks, if available (for last 3 years) 
	

	5.
	Migration plans towards NGN (IP Backbone), if any
	

	6.
	Any other initiatives taken by the Government/Regulator regarding Cyber Security.
	


� � HYPERLINK "http://acma.gov.au/WEB/STANDARD/pc=PUB_CONS_INT_CRIME" �http://acma.gov.au/WEB/STANDARD/pc=PUB_CONS_INT_CRIME�, � HYPERLINK "http://www.tisn.gov.au/Pages/default.aspx" �http://www.tisn.gov.au/Pages/default.aspx�, � HYPERLINK "http://www.dsd.gov.au/infosec/csoc.htm" �http://www.dsd.gov.au/infosec/csoc.htm�,  � HYPERLINK "http://www.cert.gov.au/www/cert/cert.nsf/Page/About_Us" �http://www.cert.gov.au/www/cert/cert.nsf/Page/About_Us�


� � HYPERLINK "http://www.nitc.my/index.cfm?&menuid=48" �http://www.nitc.my/index.cfm?&menuid=48�, � HYPERLINK "http://www.nitc.my/index.cfm?&menuid=57" �http://www.nitc.my/index.cfm?&menuid=57�, � HYPERLINK "http://www.nitc.my/index.cfm?&menuid=25&parentid=93" �http://www.nitc.my/index.cfm?&menuid=25&parentid=93�


� � HYPERLINK "http://www.jpcert.or.jp/english/about/" �http://www.jpcert.or.jp/english/about/�
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